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6 / 9 checks failed

'IMAP' port open

The 'IMAP' service is running and exposed to the internet. The configuration of the server should be reviewed and unnecessary ports closed.

Expected Ports > 'IMAP': [closed]

Actual 'IMAP': [listening on port 993]

'POP3' port open

The 'POP3' service is running and exposed to the internet. The configuration of the server should be reviewed and unnecessary ports closed.

Expected Ports > 'POP3': [closed]

Actual 'POP3': [listening on port 995]

'SMTP' port open

The 'SMTP' service is running and exposed to the internet. The configuration of the server should be reviewed and unnecessary ports closed.

Expected Ports > 'SMTP': [closed]

Actual 'SMTP': [listening on ports 465, 26]

'SSH' port open

The 'SSH' service is running and exposed to the internet. The configuration of the server should be reviewed and unnecessary ports closed.

Expected Ports > 'SSH': [closed]

Actual 'SSH': [listening on port 22]

Exim Internet Mailer 4.93 has potential vulnerabilities

Exim Internet Mailer 4.93 has vulnerablities which might be exploitable under certain conditions. Affected domains should be checked to determine
which vulnerabilities might pose a risk.

Expected Vulnerabilities > Exim Internet Mailer 4.93: [none found]

Actual CVE-2020-8015, CVE-2020-12783

OpenSSH 5.3 has potential vulnerabilities

OpenSSH 5.3 has vulnerablities which might be exploitable under certain conditions. Affected domains should be checked to determine which
vulnerabilities might pose a risk.

Expected Vulnerabilities > OpenSSH 5.3: [none found]

Actual

CVE-2010-4478, CVE-2010-4478, CVE-2010-4755, CVE-2010-4755, CVE-2010-5107, CVE-2010-5107, CVE-2011-4327, CVE-2011-4327,
CVE-2011-5000, CVE-2011-5000, CVE-2012-0814, CVE-2012-0814, CVE-2014-1692, CVE-2014-2532, CVE-2014-2653, CVE-2015-5352,
CVE-2015-5600, CVE-2015-6563, CVE-2015-6564, CVE-2015-8325, CVE-2016-0777, CVE-2016-1908, CVE-2016-3115, CVE-2016-6210,
CVE-2016-6515, CVE-2016-10009, CVE-2016-10010, CVE-2016-10011, CVE-2016-10012, CVE-2016-10708, CVE-2017-15906, CVE-2018-
15473, CVE-2018-20685, CVE-2019-6109, CVE-2019-6110, CVE-2019-6111, CVE-2020-15778
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3 / 9 checks passed

Not a suspected phishing page

This site does not appear to be a forgery or imitation of another website.

Expected Google Safe Browsing > Phishing: false

Actual false

Not a suspected malware provider

This website does not appear to contain malicious code.

Expected Google Safe Browsing > Malware: false

Actual false

Not suspected of unwanted software

This website does not appear to be attempting to install unwanted software.

Expected Google Safe Browsing > Unwanted Software: false

Actual false


